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How to Protect Your Enterprise 
from Cyber Threats

Cybersecurity Manager

Arktos Lam
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What if we don’t care?

• Sensitive data breaches

• Lose customers confidence

• Profit loss & fines
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• Over 30,000 abusive commercial email 

attacks on businesses and services within 

2 months

• HKCERT recorded over 10,000 cases of 

phishing websites within 4th quarter (2022)

• Beware of Phishing Scams 3.0

Phishing Emails are also evolving
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Data Breaches: Top Reasons

• Outdated security softwares

• Malware

• Physical theft

 ...

• Human error/ 
• social engineering
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Survey on Staff Cybersecurity Training in Hong Kong

Has IT department/ Full-time IT staff
Employer Arranged

Cyber Security Training During Onboarding

Yes
50%

No
50%

Yes
58%

No
42%

Size: 1-10

Size: 11-50

Size: >50

Micro-Businesses

Medium-Businesses

Large Enterprises

Yes
32%No

68%

Yes

34%

No
66%

Yes

53%

No
47%

Yes
85%

No

15%

About 240k companies & 1.4M workforce
lack cyber security training
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Common Cybersec Risks in Work

• Passwords written on memos/sticky notes

• Leaving device unattended without logging out 

• Using public WiFi for handling confidential data
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Cybersec Training Hub
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✓ Finish in 20 minutes
✓ Cyber security topics related to real-life business environment
✓ Free and easy to use for SMEs

In Danger 

• Work based on 

experience

• Not beware of risks
Business

On-board Work 

Immediately

Current Situation

New Hire

Much safer ☺

• Understand industry 

standard (e.g. remote 

working practice)

• Beware of potential risks

Business

Work with 

Awareness

With the Programme

Cyber Security Awareness

New Hire On-board

No Training

HKIRC 

Cybersec
Training Hub
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https://youtu.be/ju9How84Nvw

Cybersec Training Hub

https://youtu.be/ju9How84Nvw
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Main Features

C
y

b
e

rs
e

c
 T

ra
in

in
g

 H
u

b



All Rights Reserved.

Hong Kong Internet Regist rat ion Corporat ion Limited
11

C
y

b
e

rs
e

c
 T

ra
in

in
g

 H
u

b

Format

Quiz Information

Videos Certification
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Phase 1 Phase 2 Phase 3

General Staff Role-specific Sector-specific

e.g.

• Human resource

• Senior management
• Finance & accounting

• Marketing (NEW!!)

e.g.

• FSI

• NGO
• Retail
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Suitable for different target groups
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14:00 General Tips for Daily Operation

9:00 Get to Work and Log In - Password 9:30 Open Email - Phishing

12:00 Lunch Time – Remote Working

General Staff Training – From the perspective of Daily Work!
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Example on Role-specific (Human Resource Management)

• Handling the departure of staff
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Example on Role-specific (Senior Management)

• Protect the Company Band Image
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Example on Role-specific (Finance & Accounting)

• Invoice fraud & other frauds targeting finance & accounting 

C
y

b
e

rs
e

c
 T

ra
in

in
g

 H
u

b



All Rights Reserved.

Hong Kong Internet Regist rat ion Corporat ion Limited
17

Example on Role-specific (Marketing) NEW!

• Protecting CRM Data & protect against Negative SEO attacks
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https://youtu.be/HaWw14SSi10

https://youtu.be/HaWw14SSi10
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Cybersec Training Hub
網絡安全員工培訓平台

員工網絡安全培訓
必睇網站

免費 |   專業 |   一站式平台

cyberhub.hk
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How do your organisation adopt the platform？
What if I want to keep track of completion status?
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Step 1

• Create an online form that allows 

file upload

• Select the file upload as a required field

• Restrict to Only people in my 

organisation can respond
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Step 2 
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• Create a leaflet with QR code that leads to 

the form created

• Or an electronic copy in order to be more 

environment-friendly

• Hand out to new employees
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Step 3

• Leverage the online form platforms’  

response management

• Check responders’ file upload 

of the cert. of completion
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Keep posted to cybersecurity 
trend via information sharing
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Cybersec Infohub

Local Computer 
Emergency Response 

Team Coordination Center

Critical Infrastructure 
Operators

Finance & Insurance Education
Major Internet

Service Providers

WWW

Innovation & 
Technology and 

Information Security 

Other Industries

• A partnership programme jointly administered by 

➢Office of the Government Chief Information Officer (OGCIO) and 

➢Hong Kong Internet Registration Corporation Limited (HKIRC) 

• To promote closer collaboration among local information security stakeholders of 
different sectors

• Members can share cyber security information under a secure platform to jointly 
defend against cyber attacks
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Membership

• Any local organisation with its business address in Hong Kong and owns a 

“.hk” Internet domain name

• Manage an electronic communications network and have operational 

needs for cyber security information

• The membership is free-of-chargeC
y

b
e

rs
e

c
 In

fo
h

u
b



All Rights Reserved.

Hong Kong Internet Regist rat ion Corporat ion Limited
27

Programme Benefits

By joining the Programme, organisations can enjoy a wide range of benefits including:

Join member-exclusive activities 
e.g. seminars, technical workshops, industry-specific meetings, etc.

Enjoy collaborative and networking opportunities with cyber security experts

Receive early warnings of cyber threats and insights from experts of different sectors

Ask cyber security questions or seek advice from industry experts on the platform

Anonymous posting option is available!
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✓ Cyber security information for both IT specialists and business users 

✓ Various new features/services/events introduced:

Highlights of Cybersec Infohub

Daily News

Cybersec Connect

Cybersec Wednesday

Machine-to-Machine
 Information Sharing APIs

Member Events
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Thanks


	Slide 1: How to Protect Your Enterprise  from Cyber Threats
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7: Cybersec Training Hub
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24: Keep posted to cybersecurity trend via information sharing
	Slide 25
	Slide 26: Membership
	Slide 27
	Slide 28
	Slide 29: Thanks

