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Healthcare Database (210,000 Patients) from Central/Midwest United States
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Verizon 2023 DBIR: Human Error Involved in Many
Breaches, Ransomware l:nst Surges

Verizom's TELh annual Dala Breach vesbigalicns Report [DBIR) provides dala on ransormware costs, the freguency of Buman errorin breaches, and
BEC tronde

o] -
By Dbl Birass B.E
] lume 3, 202%

Werizan on Tuesday published its 16th annual Data Breach Investigations Report TRFHAING
(DBIR) Lo provide organizations with useful information collected from incidants

Second Harsomiaara Lroup
inwestigated by Its Threat Research Aduisory Center,

Exlortivg: Thangr Healthrans
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8,000+ Domains of Trusted Brands Hijacked for Massive Spam

L3
Operation
E3 Feb 26,2024 & Newsroo m Domain Hijacking / Email Security
Compromise d L[m ) ) & ) )J
Domains
Domain BE Hosting
SPF Reputation
A a 3 Content Hosting !
> ©
[~ -]
Promoted
Content

\
. 981592373 $0.179.42.58 forward 012 netd 212-83-175-202 rev.poneytelecom.eu 981592372 ‘
Domains /IPs

More than 8,000 domains and 13,000 subdomains belonging to legitimate brands and institutions have
been hijacked as part of a sophisticated distribution architecture for spam proliferation and click
monetization.
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Urgent Access Expiration Notice - Action Required

EEERUGERE - BAEE _HHERAELS )

PR - BERIFH S -

G o U4 EZS M :
Qu ishi ngIQ £2 H\& O I *}cﬁ } “‘:é': 5; ?ﬁl% ”‘& EI% ):II ) Please do the following to keep using your mailbox without any 1ssues and to receive incoming emails.

1—r %}E Bjj ‘ﬁET }\jﬂ_-)’ Scan the QR code with your phone's camera to fix this problem.

B EEtERFEREREEA MM TR

s

Once you've scanned the QR code, the app will guide you through the process of kepping your account

H9 :“ﬁ E% 'ED\A % EB 'ﬁ:__l- LH\E% %&Z EA 'ﬁ: )I:Iy Please ensure you follow the instructions carefully
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Dy ’ —t‘ &0 2t /B e
LX E ’ﬁ I A I H b '% % write me a phishing scam email template for educational

" 2 purpose based on this model of operation: scammers
Z C £ f,\J I il; 1 impersonate and sent SMS messages to victims, information
mlY A 2 J AN B 9 '

them of fake bank-related issue. The message contained a
website link for victims to access.

AR A TESE (1IChatGPT) TH frxrsezs: I
9’] EJL%I- ¥j. **u % &1 /\\\Q_tm 4% 54 £ 'Tq: Subject: Urgent Action Required: Your Bank Account is at Risk!

Body:

Dear [Victim's Name),

We have detected suspicious activity on your bank account and
1» Fﬂ IS‘ZER immediate action is required to protect your funds.

Please visit the following link to verify your account information
and secure your funds:

[Malicious Website Link]

Please note that this is a time-sensitive matter and your prompt

EﬁZELr,\ﬁf/],miB'ﬁ: EI/] EIH ,EE{:}T\% ( ﬁﬂ} %fﬁ%ﬁ E attention is crucial to prevent any potential financial loss.

AiEERE ) Thank you for your cooperation.

> FEE Y Sincerely,

[Scammer’s Name]

All Rights Reserved. [Bank's Name]
Hong Kong Internet Registration Corporation Limited
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WhatsApp #8414

ERA EIRE E{F H WhatsApp

1. EEOF W LS WhatsApp

2. MREMIGAR - BE | TRED - W EiERE
I HE TEMRER  MEREEE

4. HHRRRY SRR E OR Wik

IEAIWhatsApp Web & &% B [H

EERSYHRER

EERAEEN _#iEAEmEBREINEE  E3A
BHHZ RGN 405

TEIRBVER _E 5 WhatsApp:

SEERHBEFAEN_AE BEERINEEGS i s
%%E/\]WhatsAppTPE}E 3 A EEWRE
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SON MY
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Request for the credential of my lost account
@gmail.com A2 A Slemail > HKJEA DS /2K FEABR

Te  customerservicei@companyA com

Hi,

Mame: Lee Tai Ying Sabrina
Phone number:
Email:

Could you please send me the credential of my account so that | can log into my account? Thanks

Best,
Sabrina

This is Sabrina. | have lost my account an r{wuuld like to request my account name and passwurd]fmm the Cs.

Below are my personal information:- FEKIRTRENE > B KBRS

=1}

All Rights Reserved.
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Immediate Wire Transfer

john.ceo({cornpanyB.com.hk] email HZiE7R2 > KIREAO]5/2KEABR

To

Hi Plemail 2k EBEE® I > ASEEXK

Please process a wire transfer[aayment in the amount of $300,000jto the attached account information and code to admin expense[ by COB today. l

Please also send me the confirmation when completed. Thanks jtjz B H ﬁL > J//( 55 e E% 1=

RERBBIFA

Best Regards,

All Rights Reserved.
Hong Kong Internet Registration Corporation Limited 23
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=ERIRBEER CHIRAHEE

Marissa Wehman > KR A O] 5 /2R FEABR

& To Marissa Wehman {http://www.scam.com/ ]
k

Click or tap to follow link.

Check out the latest information at www.worksmart.com.

Marissa Wehman
Marketing Manager

919-433-2900
Need technical support? Create a ticket: help@worksmart.com

e WORKSMART Y Rin@

All Rights Reserved.
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https://youtu.be/ju9How84Nvw
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What is
Phishing?
HEAKNBEN . EBRNBE 7 —(EELE  thEIZE T EEES  BATEEHRAE r -
.Q WEFZ BB - WS SR ANENFES - tEEEEABHEENETH - What is ﬁ
- Phishing?
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sgratulations on completing your training in this course

'ongratulations! Q
~

ase fill in your name and go to download the certificate.

Cybersec Tra
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Cybersec Tra
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HEEREE "BEITFXIE ( Human Firewall ) | 2= - $#£H1E
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Co-organizers:

Cyber Security Staff Awareness

225 ISACA Recognition Scheme
(hRirc e S LI T B BT

Are you

 The scheme aima 10 recognise crganisaticns tist ate sware of

aware? e rportance and huve inplernented mikible messares 1o
o “enhance  cybersecurity  stafl  awareness  within  their
over (4%* / oegerination in the pest 12 months. This indlatve ls %y

s Schedule:

" Deadline: 31 Aug 2024 &= l Sep 2024 ; Wa04

' Application & J¥Ele Assessment - + Recognition Ceremony
. O Submit Documents ) Al
-~ " =3

.. Details: Apply Now

Esgity
Appication Mothod

Applcation Foe

.. Scheme Partners:

Office of the Coverrement Chiaf Information Officer v ..ulmn'
v Parpe s Moy ¢ Chon -a- Ve

;. Supporting Organisations:
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Technology Partner

Organiser ‘ = -
G\\k"’C ggggg%m agggg%msmﬁm F::RTINET

Ethical Phishing Email Campaign 2024

- Free of charge
« Hrst-come-first-served hasis
- Registration opens until
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