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£ Use I FER B W IE Data Access £t Correction
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Data Protection & Business Facilitation

Guidance Note

Guiding Principles for Small and Medium Enterprises

Introduction

As small and medium enterprises (SME} may not
have their own legal and compliance departments,
they risk breaching the requirements of the Personal
Data (Privacy) Ordinance (the Ordinance) arising from
inadequate knowledge of the Ordinance. To help SME
understand and comply with the Ordinance, the office
of the Privacy Commissioner for Personal Data, Hong
Kong (the PCPD) issues these Guiding Principles after
launching an online tool - Self-training Module on
Protection of Personal Data for SME', with a view to
providing specific examples and practical advice to
SME:

I.  Collecting customers’ personal data

Il.  Use of customers’ personal data

. saf ding customers’ p
IV. Operating online businesses or services

V. Operating business outside Hong Kong

V1. Marketing of products or services

VIl Recruitment

VIIL. Installing CCTV for security purpose

IX. Collecting employees'personal data for monitoring
X.  Outsourding the processing of personal data

Xl. Handling data access and data correction requests

I. Collecting Customers’ Personal
Data

In handling customers’ purchase orders and service
appointments, SME may collect customers’ personal
data, e.g. name, address, emall address and sometimes
Hong Kong Identity Card (HKID Card) number or date of
birth. However, the data so collected must be necessary
but not excessive. SME should pay special attention te
the following:

i) Collecting HKID Card number of a customer for
identification

There is a misconception that HKID Card data is the
silver bullet for identity authentication. As HKID Card
number is a sensitive personal data, SME, as data users,
should not require customers to furnish his HKID Card
number compulsorily, unless authorised by law. If SME
intend to collect HKID Card number from a customer,
they must comply with the Code of Practice on the
Identity Card Number and Other Personal Identifiers’
issued by the PCPD and consider whether there are any
less privacy-intrusive alternatives to the collection of
HKID Card number.

numbaer:

X A beauty centre requested customers, with
membership cards bearing their photas,
to provide HKID Card numbers in booking
‘appointments online for identification purpose
at their subsequent visits.

can buikd their awn privacy plan and get a report of how their organisations are currently handling
isc/sme_kit.

the: Code of Practic

fing Principles for Smalland Medium Fntesprises 1

Iy Other
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Data Ethics for Small and Medium

Enterprises

Preamble

In a data-driven economy, small and medium
enterprises  ("SMEs”), including tech start-ups,
increasingly use personal data of customers as an
asset in operating and advancing their businesses.
The rapid development in information and
communications technology, particularly advanced
data processing activities (including big data
analytics and artificial intelligence), present business
opportunities but at the same time challenges
privacy and data protection.

It is not in dispute that personal data belongs
to the data subjects. SMEs that derive benefits
from personal data should ditch the mindset of
conducting their operations to merely meet the
minimum  regulatory requirements only. They
should instead be held to a higher ethical standard
that meets !
the req of laws and i Data
ethics can therefore bridge the gap between legal
and 3 ions.

In fact, ethical use of personal data makes good
business sense. Respectful, beneficial and fair use
of customers’ personal data can improve business
reputation and enhance stakeholders’ confidence.
This leaflet aims to help SMEs understand the means
to implement data ethics. When SMEs develop an
assessment process to ensure that personal data
is processed ethically, individuals will have greater
confidence in their data being protected. In turn,
customerstrust will grow and become a competitive
edge of the SMEs. Under the trend of service and

product personalisation and mobilisation in the
future smart society, enterprises will benefit by
grasping and implementing data ethics.

Three Core Values of Data Ethics

SMEs are encouraged to handle personal data
pursuant to three core values, namely being
Respectful, Beneficial and Fair.

Respectful

® 5SMEs should be accountable for conducting
advanced data processing activities

® SMEs should consider the expectations of the
individuals to whom the data relate and/for
impacted by the data use

® SMEs should consider all parties that have
interests in the data

& Decisions made about an individual and the
relevant decision-making process should be
explainable and reasonable

& Individuals should be able to make inquiries,
obtain  explanation and appeal against
decisions on the advanced data processing
activities that impact them

The Respectful value is consistent with Data Protection Principles [DPPs) 1, 3,5 and 6 in Schedul|

Ordinance (Chapter 486 of the Laws of Hong Kong).

Data Ethics for Small and Medium Enterprises.
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